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Installation and Activation of the AD Harvester

You can use our Active Directory/LDAP harvester to import users from your
clients Active Directory/LDAP directory into ITSupportPanel and your PSA
contacts.

The following instructions will assist you in installing and configuring our AD Harvester, and
start importing your client’s users from Active Directory/LDAP to your PSA.

1. Download the AD Harvester installer from the Invarosoft portal to your client’s server
and run the install. As part of the install you will automatically be presented with the
configuration screen as follows;

Invarosoft ADHavester Config n
I n <|:t Harvester Activation
vaI-O S O Activation Code: || Activate Delctivate |
Active Directory Harvester Partner ID
Welcome to the Invaresoft AD Harvester. Partner N

This tool is used to implement automated sign-on for your Active ClientID
D!rec:tor;.r cl ient;. It _also will populate users from your client Active 1
Directory user lists into your PSA contacts. Client N

Invarcsoft Harvester Help

AD Connection

PLEASE NOTE: _ _ ADServer P~ |
T e e e e B | L |
performed. ot . |
Harvester Info AD Domain |
Status Not Activated OU Filter |
Last Record Count Search Filter ||]{&{objectCategory=person]{object[3lass =user){UserAccount!
Last Update Date
Execute Upload Test AD Connection Review Results Save Changes |
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2. Enter the clients activation code in the text box towards the top right of the form (as
indicated below) and click the “Activate” button.

rosoft ADHavester Config .

Harvester Activation

Activation Code | Activate % |
Partner ID
Partner Mame
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3. The Harvester Info section should then display “Pending Approval” under status,
whilst in this status our servers will process no actions.

Harvester Info
Status Pending Approval
Last Record Count 0

Last Update Date 10102017 1:03:51 PM

Refresh Execute Upload

The Harvester Activation section should display partner & client information.

Harvester Activation

Activation Code |DOJME YT Activate Debctivate

Partner ID 96bb26a7-f445-4555-9930- 20434 70
Partner Name Dean AutoTask Testing

Client ID 6bbbSc2e-199b-441e-adfd-TTad4; ad
Client Name ABC company

4. Configure the access to your Active Directory/LDAP server. To do this you will need
the following information;
a. The IP Address of your AD/LDAP server.
b. A username with rights to browse the directory.
c. A password for that user.

Fill out the required fields with your information and use the “Test AD Connection”
button to confirm connectivity to Active Directory. You can also use the “Review
Results” button to view a table of users retrieved.

AD Connection

AD ServerIP -~ |sewer.i|:u.hnstnarne

Username - |'rtsp.semiceaccount

PHS I = | rrrrrrrr |

AD Domain |

OU Filter |

Search Filter |I|]{&{Dbject[:ategor'_.' =person objectClass=user]))

Test AD Connection Review Results Save Changes
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5. Once your connectivity is working, proceed to click the “Save Changes” button,
which will save your AD Connection details.

6. Use the “Review Results” button to review & confirm the users that our harvester will
be collecting (see following page for advanced filtering options).

7. The Harvester must be approved via the Invarosoft portal before any records will be
processed, to approve the harvester proceed to the “Clients” page and then click the
“Harvest” button listed against the corresponding client.

Name ., Activation Code \emfion:

ABC company DO IME

8. Proceed to approve the harvester by clicking the “Approve” button displayed as
below;

Active Directory Harvest: ABC company

NOTICE
This harvester has been registered but not yet approved, once approved data received from the Active Directory server will be synced info your PSA contracts for ABC company

and TSP users for ABC company

—

9. Once you have approved the harvester you will see the following screen. Our servers
are now ready to receive the first upload to process from your Active Directory
server.

Active Directory Harvest: ABC company

Current Status Active N

Last Record Count o
Last Update 10/10/2017 1:03:51 PM
Ignore User List Mo Users in Pending List

Decision Pending List
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Manual Updates

To allow quicker syncing of new users to ITSP and your PSA we have provided
functionality to manually execute an update.

Method 1 - via Configuration Screen
1. Use the icon in your Start Menu or desktop labelled “ADHarvester Config” to re-open

the configuration form.

ADHarvester
IT Config

ADHarvester
Config

2. Click the “Execute Upload” button located in the Harvester Info section of the
Configuration Screen.

Harvester Info
Status Active
Last Record Count 0
Last Update Date 26/04/2017 5:40:48 AM

Fefresh | Execute Upload

3. A confirmation dialog will display. To review further information about the upload
you need to refer to the console window (black cmd style window) that is also open.
The below image is an example of a successful upload.

T | ADHarvester Config

15:84:A3 itsp.adharvest.Program Loading Configuration Form
16:84:86 itszp.adharvest_Harvester 7 Objects From {i{&{(objectCategory=personr<{ob
jectClass=user’?> class iz havested.

16:B4:86 itsp.adharvest.Handlers.RequestHandler Sending results..
16:04:87 itsp.adharvest.Handlers.RequestHandler Data Uploaded

4. The Harvester processor on our servers will pick up your dataset and process it
within the next 2-5 minutes. To review its status, refer to the client’s harvest screen in

the portal.
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Method 2 - via Shortcut
1. Use the icon in your Start Menu or desktop labelled “ADHarvester Manual Update”.

ADHarvester

Config

ADHarvester ADHarvester

Manual M: : At
anual Update
Update F h

2. Clicking this will open up a console window (black cmd style window) and the update
will run automatically with the window closing shortly afterwards.

| ADHarvester Manual Update

l6:A4:29 iditsp.adharvest.Program Performing Update
16:84:2% itsp.adharv -Harvester 7 Objects From ¢ i{&{objectCategory=persond{ob
jectClass=user’’? cla is havested.

16:84:2% itsp.adharvest_Handlers. RegquestHandler Sending results..
16:04:31 iditsp.adharvest.Handlers.RequestHandler Data Uploaded

3. The Harvester processor on our servers will pick up your dataset and process it
within the next 2-5 minutes. To review its status, refer to the client’s harvest screen in

the portal.
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Harvest Automatic Scheduling

Our installer automatically schedules an update to run every 2 hours to ensure
your data is kept up to date. This schedule can be modified using Windows Task
Scheduler.

To Modify Schedule
1. Open control panel on the server and go to “Administrative Tools”

K(-) - 4 |@ v Control Panel » All Control Panel ltems

o

Adjust your computer’s settings

P Action Center Administrati*.re[:\snuls @ AutcPlay
LA Color Management Credential Manager _-,L Date and Ti

2. Select “Task Scheduler” from the options available.

v Control Panel » All Control Panel lterns »  Adrninistrative Tools »

Marne Date modified
RN —— - - S ———
QODBC Data Sources (32-bit) 22/08/2013 9:56 AM
5 ODBC Data Sources (B4-bit) 22/08/2013 459 PM
Ces |'E|_:' Performance Monitor 22/08/2013 4:52 PM
|‘E|_:' Resource Monitor 22/08/2013 452 PM
[ Security Configuration Wizard 22/08/2013 4:45 PM
@ Server Manager 22/03/2013 4:55 PM
[@l; Services 22/08/2013 4534 PM
[#d Systern Configuration 22/08/2013 4:53 PM
[ Systemn Informati 22/08/2013 4:53 PM
@ Task Schedule 22/08/2013 435 PM

¥ Windeows Firewall with Advanced Security F2082013 4:45 PM

3. Edit the schedule and settings of the entry named “ITSP ADHarvester”

| 2| H[E
D) Task Seheduler (Local > Ma 5 Tiigges Mt Run Time Last Run Teme Last Ru.. Authee
¥ 5 Ttk scpicuber Ly 5 TSP AD Marvester Resdy  At12:01 AM every day - Aftes triggered, repest every 0200:00 fora durstion of 1 day, 26/04201760T00PM  26/4R0IT40100PM (D) TTS9-H-WIZRITSP-H-WIZRZ-DCS

Optimize Start Menu Coche Fi... Resdy  When computer i ide TOSRMIESEITRM (D) Microscft Corporation

4. The harvest of your directory will now run based on the modified schedule you have
defined.
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Scripted Configuration

The harvester can be configured using your PSA/RMM tools or custom scripting
by using our configuration XML format combined with a command line execution.

Example XML Configuration File

<xml>
<activationcode></activationcode>
<adserverip></adserverip>
<adusername></adusername>
<adpassword></adpassword>
<addomain></addomain>
<oufilter></oufilter>
<searchfilter></searchfilter>

</xml>

XML Configuration Values

activationcode Populate with the activation code for the client you are installing the
Harvester to.

adserverip Populate with the IP or hostname of your Active Directory server

adusername Populate with an Active Directory user account with rights to browse the
directory.

adpassword Populate with an Active Directory user account password

Processing the Configuration

To process the configuration execute the itsp.adharvest.exe file found in the installation directory
with the following command line arguments;

itsp.adharvest.exe CONFIGUREXML ““<path to file>"

The results will be output to console. If successful, the harvester still needs to be approved in the
portal however no further configuration is required on the server itself.
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Command Line Executions

We provide a range of command line arguments to allow you to script the
configuration or execution of the AD Harvester.

Arguments
ACTIVATE <code> Activate the harvester using the supplied activation code (“<code>")
DEACTIVATE Deactivate the harvester; this will not clear the Active Directory
configuration.
RESET Perform a full reset of the harvester including both a deactivation &
clear of Active Directory configuration (“Factory Reset”).
CONFIGURE Opens the configuration form for user interactive configuration

CONFIGUREXML <path>

Executes a configuration using a formatted XML file, for further
information see section of this document titled “Scripted
Configuration”

PROCESS

Executes an upload of Active Directory users to Invarosoft

Invarosoft Pty Ltd

US: +1 (415) 943 3999
UK: +44 (020) 3519 0022
AU: +61 (02) 8002 4703
www.invarosoft.com

Active Directory/LDAP Harvester Instructions

Page 9




